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About This User's Guide

About This User's Guide

Intended Audience

This manual is intended for people who want to log into a network over secure connections
through the ZyWALL. You should have at least a basic knowledge of computer usage.

Related Documentation

* Web Configurator Online Help
Embedded web help for descriptions of individual screens and supplementary
information.

» ZyXEL Web Site

Please refer to www.zyxel.com for additional support documentation and product
certifications.

User Guide Feedback

Help us help you. Send all User Guide-related comments, questions or suggestions for
improvement to the following address, or use e-mail instead. Thank you!

The Technical Writing Team,
ZyXEL Communications Corp.,
6 Innovation Road II,
Science-Based Industrial Park,
Hsinchu, 300, Taiwan.

E-mail: techwriters @zyxel.com.tw

ZyWALL SSL 10 User’s Guide 3




Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this User’s Guide.

@ Warnings tell you about things that could harm you or your device.

g Notes tell you other important information (for example, other things you may
need to configure or helpful tips) or recommendations.

Syntax Conventions

The ZyWALL SSL 10 may be referred to as the “ZyWALL”, the “device”, the “system” or
the “product” in this User’s Guide.

Product labels, screen names, field labels and field choices are all in bold font.

A key stroke is denoted by square brackets and uppercase text, for example, [ENTER]
means the “enter” or “return” key on your keyboard.

“Enter” means for you to type one or more characters and then press the [ENTER] key.
“Select” or “choose” means for you to use one of the predefined choices.

A right angle bracket ( > ) within a screen name denotes a mouse click. For example,
Maintenance > Log > Log Setting means you first click Maintenance in the navigation
panel, then the Log sub menu and finally the Log Setting tab to get to that screen.

Units of measurement may denote the “metric” value or the “scientific” value. For
example, “k” for kilo may denote “1000” or “1024”, “M” for mega may denote “1000000”
or “1048576” and so on.

“e.g.,” is a shorthand for “for instance”, and “i.e.,” means “that is” or “in other words”.
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Document Conventions

Icons Used in Figures

Figures in this User’s Guide may use the following generic icons. The ZyWALL icon is not an
exact representation of your device.

ZyWALL Computer Notebook computer
\Te I -=\.
N
Server DSLAM Firewall
= \ !
T ) 3
) 1
8 1
I N
Telephone
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Introduction

This chapter introduces secure network access and gives an overview of the remote user
screens on the ZyWALL.

1.1 Overview

The ZyWALL provides secure connections to network resources such as applications, files,
intranet sites or e-mails through web-based interface using Microsoft Outlook Web Access
(OWA). No additional computer configuration or software installation is required.

The following figure shows a network example where a remote user (A) logs into the
ZyWALL (SSL10) from the Internet to access a web server (WWW) on the local network.

Figure 1 Network Example

In‘; _________ { Internet focoooo . - - - =

= Ea— :

A </ ssL10 il
www

1.1.1 Network Resource Access Methods

As a remote user, you can access resources on the ZyWALL’s local network using one of the
following methods.

* Using a web browser
Once you have successfully logged in through the ZyWALL, you can access any intranet
site, web-based applications or web-based e-mails using a supported web browser. You do
not have to install or pre-launch any application on your computer.

» Using the ZyWALL SecuExtender client
Once you have successfully logged into the ZyWALL, the ZyWALL automatically loads
the ZyWALL SecuExtender client program to your computer. With the ZyWALL
SecuExtender, you can access servers, remote desktops and manage files as if you were on
the local network. See Chapter 4 on page 33 for more on the ZyWALL SecuExtender.
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1.1.2 System Requirements

The following lists the browser and computer system requirements for remote user access.
 Internet Explorer 5.5 with Microsoft XML (MSXML) service pack installed or 6.0 and
above
* Netscape 7.2 and above
* Firefox 1.0 and above
* Mozilla 1.7.3 and above

¢ Windows 2000 Professional, Windows 2003, Windows XP Home/Professional (with
service pack 2 and above), Windows Vista, or Linux.

¢ Sun Java Virtual Machine (JVM) installed with a minimum version of 1.4.2_07 for
Netscape/Mozilla/Firefox and 1.4.2_02 for Internet Explorer and Linux computers.

* Java enabled in Internet Explorer on Windows computers.

1.1.3 Information You Need

Your network administrator should provide the following information that allows you to log in
and access network resources.

* Domain name or IP address of the ZyWALL.

* Login account user name and password

* Specific computer requirements. For example, if you must use Windows XP with service
pack 2, etc.

* If also required, the user name and/or password to access the network resource.

1.1.4 Certificate

Your computer establishes an HTTPS connection to the ZyWALL to access the login screen. If
instructed by your network administrator, you must install or import a certificate (provided by
the ZyWALL or your network administrator).

Refer to Appendix B on page 69 for more information.

1.2 Remote User Login

16

This section shows you how to access and log into the network through the ZyWALL.
Example screens for Internet Explorer are shown.

1 Open a web browser and enter the web site address or IP address of the ZyWALL. For
example, “http://sslvpn.mycompany.com”.

Figure 2 Enter the Address in a Web Browser

4} about:blank - Microsoft Internet Explorer

File  Edit View Favorites Tools  Help
GBack + = - @) (2] 41| Qsearch

Address | http: ffsshvpn.mycompany . com

2 Click OK or Yes if a security screen displays.
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Figure 3 Login Security Screen
x|

; Information you exchange with this site cannot be viewed or
& changed by others. However, there is a problem with the site's
zecurty certificate.

& The securty certificate was issued by a company you have
not chosen to tust, Yiew the certificate to determing whether
you want ta trust the certifving authority,

o The security certificate date iz valid,

1% The name on the securty certificate iz invalid or does not
match the name of the site

Do you want to proceed?

Mo | Wiew Certificate |

3 A login screen displays. Enter the user name and password of your login account. If a
token password is also required, enter it in the One-Time Password screen.

Select I am connecting via my own computer if you log in using your personal

computer.

If you are using a public computer to log in, select I am connecting via Public
computer. The ZyWALL automatically clears history information from your browser
cache after you log out. This prevents anyone from obtaining information that may be

stored in the browser cache.
Click Login.

Figure 4 Login Screen

ZYyWALL SSL 10

Welcome to ZyWwaALL SSL 10

Enter User Name/Password and click to login.,

&) User Name: I

[} Password:l

@ One-Time Password: I

* 1 am connecting via my own computer,

" 1 am connecting via Public computer.

QNote:

Please enable Javascript on your Browser .

Login | Reset |

[Cptional)

[ rmax, 30 alphanumeric, printable characters and no spaces )

4 After the login is successful, your computer starts establishing a secure connection to the
ZyWALL. This may take up to two minutes.

5 Download the installation software if you are prompted to upgrade the JVM. Click the
link to access the Sun Java software web site. It is recommended you select the Offline

Installation option.

ZyWALL SSL 10 User’s Guide
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Figure 5 Software Upgrade Prompt

ZyXEL

4 & e

Application | File Sharing

Warning :

Following Error Occured

-Your browser appears to have an old version of Java, or no Java at all.
Because of this the site may not be fully functional. If you wish to update
your browser's java version, please go to URL Download WM ==
-Port-based reverse proxy may not be fully functional, if sslvpn site is
accessed using ip address instead of domain name.

Cantinue | Back |

6 If the following warning screen displays, click Continue.

Figure 6 Login Warning Message

ZyXEL

% &

Application | File Sharing | 1:1

A\

Warning :

Following Error Dccured

-Please use Domain Mame(ex: httpi/fsslvpn.yourcompany.com) instead of
IP Address{ex: http://1.2,3.4) to access this site in order to be fully
functional

Continue | Back |

7 The ZyWALL SecuExtender icon displays in the system tray.

Figure 7 ZyWALL SecuExtender Icon

=3

8 When the list of available resources displays in the Application screen, you have
successfully logged into the network. See Figure 8 on page 19.
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g Available resource links vary depending on how the network administrator
configures the ZyWALL.

1.3 Remote User Screen

This section describes the main elements in the remote user screens.

Figure 8 Remote User Screen

' e

ZyXEL witdy & 7o

14 Add to Favorite—

| |= Application
CompanyInfoSite Wweb Application
FTP Application

o 1

The following table describes the various parts of a remote user screen.
Table 1 Remote User Screen Overview

#

DESCRIPTION

1

Click on a menu tab to go to the Application or File Sharing screen.

Click this icon to display the on-line help window.

Click this icon to log out and terminate the secure connection.

Al WO|DN

Click Add to Favorite to create a bookmark for the ZyWALL in your web
browser.

This part of the screen displays a list of the resources available to you.

In the Application screen, click on a link to access or display the access
method.

In the File Sharing screen, click on a link to open a file or directory.

ZyWALL SSL 10 User’s Guide
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1.4 Bookmark

To bookmark the ZyWALL, click Add to Favorite. This lets you use the bookmark to access
the ZyWALL instead of entering the ZyWALL’s address every time.

1 In any remote user screen, click Add to favorite.

2 A descriptive name is entered in the Name field. You can accept the default or enter a
name.

3 Click OK to create a bookmark in your web browser.

Figure 9 Add Favorite

Intemet Explorer will add this page to your Favorites list,
_ Custamize | Cancel |
Mame: |ZyWALL S5L10 Lreate in »> |

1.5 Logout

To properly terminate a connection, click on the Logout icon in any remote user screen.

If you selected I am connecting via Public computer in the login screen, history information
in your browser cache is also erased once you log out.

1 Click the Logout icon in any remote user screen.
2 A prompt window displays. Click OK to continue.

Figure 10 Logout: Prompt

&
\ 3 Are you sure you wank to log out?

Cancel |

3 An information screen displays. This indicates that all connections have been
successfully terminated.

Figure 11 Logout: Information Window
=10l

Closing All Connections Now

Java Applet Window

4 The login screen displays with the “Logged out successfully!” message.

20
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Figure 12 Logout: Successful

Logged Out Successfully!

ZYyWALL SSL 10

Welcome to ZyWALL SSL 10
Enter User Name/password and click to login.

& User Name: I

@ Password:l

[ max, 30 alphanumeric, printable characters and no spaces )

(¥ 1 am connecting via my own cormputer,

(" 1 am connecting via Public computer.

QNote:

Please turn on the Javascript and ActiveX control setting on Internet
Explorer.

Lowgin Reset

ZyWALL SSL 10 User’s Guide
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This chapter describes the Application screen you use to access an application on the network.

2.1 Overview

Depending on the configuration of your network administrator, you can use the Application
screen to perform the following:

* Access a web-based application (such as a web site and e-mail).

» Display additional information on how to access a non-web based application (such as
FTP).

2.1.1 The Application Screen

Click the Application tab to display the screen. The Name field displays the descriptive name
for an application. The Type field displays Web Application to indicate a web-based
application or Application for a non-web based application.

You can move your mouse over a link to display help information on how to access an
application. The following shows an example.

Figure 13 Application

ZyXEL 3. & [

i Add to Favorite

=| Application
P-872HW WWeb Application
eForm p-a72HW plication
SwitchTelnet o e b b e e (| AT

Click to Access
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2.2 Accessing a Web-based Application

To access a web-based application, simply click a link in the Application screen to display the
web screen in a separate browser window.

The following shows an example.

Figure 14 Application: Access Web-based Application

ZyxeL 3. »
! Application File Sharing | i Add to Favorite

7

| =/ application

CompanyInfoSite

Fle E% Vew Favorbes

e - - QG A | Disewsr [aiFwertes Fwmde F - D

WWeb Application

CormpanylnfoSite

Click to Access

D https:// 172233725 RevProsy, bitp:/ 1921 B0LLE/ - Hicrosalt Internet Explocer =18 x
Tools  Mebo

5] @ s

| sckdrmes | ] netps: 11 72.23.37, 25 Mevreseymapy 192, 168,124
e =chiical Writivg v 2yXELN I
s =chiical Writing i L] el
St A Select a link in the navigation panel on the left
* Job Reques « The Admin page contains various reports, the Job Request Form (JRF), and Source File Request

2.3 Accessing a Non-Web Based Application

To access a non-web based application, move your mouse over the link in the Application
screen to display the access information.

The following example shows you how to establish an FTP connection to a switch for device

24

management.

1 In the Application screen, move your mouse over a link to display the pop-up

information window.
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Figure 15 Application: Access Non-Web based Application

ZyXEL witd.

Application File Sharing

Application

FTP App

ication

FTP

To access FTP, please connect to 127.0.0.2
port 241 with your favorite FTP application

7%

Add to Favorite

2 Launch an FTP application and connect to the IP address provided. The following figure

shows an example using Windows Command Prompt.

Figure 16 Application: Telnet Example

mmand Prompt - ftp 127.0.0.3

Microsoft Windows 2888 [Version 5.88.21951]
{C> Copyright 1985-2888 Microsoft Corp.

C:xDocuments and Settingsuser>ftp 127.8.8.3
Connected to 127.8.8.3.

228 PE72HW FTP version 1.8 ready at Wed Jan 81 81:83:37 2883
User (127.8.8.3:<(noned>:

331 Enter PASS command

Password:
238 Logged in
ftp> _
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File Sharing

This chapter describes the File Sharing screen you use to access files on a Windows or Linux
file server.

3.1 Overview

Use the File Sharing screen display and access shared files/folders on a file server.

You can also perform the following actions:

Access a folder.

Open a file (if your web browser cannot open the file, you are prompted to download it).
Save a file to your computer.

Create a new folder.

Rename a file or folder.

Delete a file or folder.

Upload a file.

g Available actions you can perform in the File Sharing screen vary depending
on the rights granted to your user account on the file server.

3.2 Main File Sharing Screen

The first File Sharing screen displays the name(s) of the shared folder(s) available. The
following figure shows an example with three file shares.
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Figure 17 File Sharing
ZyXEL 34

Application

File Sharing

7]

14 Add to Favorite

" File Sharing

I

ShareFolder

m

Scripts

m

SharedFile

3.3 Opening a File or Folder

You can open a file if the file extension is recognized by the web browser and the associated

application is installed on your computer.

1 Login as a remote user and click the File Sharing tab.

2 Click on a file share icon.

28

3 If an access user name and password are required, a screen displays as shown in the
following figure. Enter the account information and click Login to continue.

Figure 18 File Sharing: Enter Access User Name and Password

ZyXEL 3 i el
Application File Sharing ./ Add to Favorite
,:', File Sharing Aup

172.23.37.110

Enter User Mame/Password and click to login,

& User Name: |

(3 Password: |
[ max, 30 alphanumeric, printable characters and no spaces )

Mote: You are requested to login this shared folder because administrator set
uzers who access thiz folder over the network,

Login Cancel

permissions far
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4 A list of files/folders displays. Click on a file to open it in a separate browser window.

You can also click a folder to access it.
For this example, click on a .doc file to open the Word document.

Figure 19 File Sharing: Open a Word File

ZyXEL B sl @0

Application File Sharing i Add to Favorite

,';', File Sharing [ New Folder Aup

[ZH Rename Delete

B standard_sc.ps 4kgb1 Thu Dec 7 15:03:18 2006 [
B PrintingProcess.doc 31 kb Thu Dec 7 14:55:00 2006  [ZH{
E NewBusRaute.pdf 489 ThuDec7 14:55:24 2006 [
| Mew Folder 0 kb Thu Dec 7 15:04:58 2006 [F0{m
B Feedbackedit.doc 23 kb Thu Dec 7 14:55:12 2006  [ZH{W
B zooscalender.xls 35 kb Thu Dec 7 14:55:42 2006  [@H{

=1aix|
File Edit ‘iew Insert Format Tools Table GoTo  Favorites  Help |-
= Back - =~ '@ at | @Search [F] Favorites @Media 4 | ﬁ %v = = E
Address |@'] https: 172,23, 37,121 fcifsf 172, 23,37, 110/ TmpyShare/PrintingProcess, doc j @Go |Links
Vi

1]

[Process Overview For Boxes
1. Digital cutout and proofing

e L S B

-

; |
|@— ’_ ’_ {g |Unkn0wn Zone

3.3.1 Downloading a File

You are prompted to download a file which cannot be opened using a web browser.

You can follow the on-screen instruction to download and save the file to your computer. Then

launch the associated application to open the file.

3.3.2 Saving a File

After you have opened a file in a web browser, you can save a copy of the file by clicking File

> Save As and follow the on-screen instruction.
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Figure 20 File Sharing: Save a Word File

& https://172.23.37.121/cifs/172.23.37.11 0,/Tmp/Share/PrintingP)

Page Setup..,
Print... Chrl+P

Send 3

Import and Export...

Properties
o cess Overview For Boxes
orl Ine 550
e 1. Dngital cutput and nroofing

=10l x|
File Edit ‘“iew Insert Format Tools Table GoTo  Favorites  Help |_
L E }@Search GilFavorites hivedia o4 | I By & =1 5]
Opern. .. Chrl+0
= Ciles  NFSiL72.23.37.110{TmpjSharePrintingPracess. doc =] @0 ks
-1-|-2-|-3-|-4-|-5-|-5-|-?-|-8-|-9-|-10-|-11-|-T

Saves this document as a file,

5
N E I EA K

3.4 Creating a New Folder

To create new folder in the file share location, click the New Folder icon.

Specify a descriptive name for the folder. You can enter up to 128 characters (“a-z”, “A-Z”,

“0-97, “-7, “_”, with spaces allowed). Then click Add.

/g Make sure the length of the folder name does not exceed the maximum

allowed on the file server.

Figure 21 File Sharing: Save a Word File
[ New Folder (X

Folder Mame I

Add I Cancel I

3.5 Renaming a File or Folder

To rename a file or folder, click the Rename icon next to the file/folder.
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Figure 22 File Sharing: Rename

ZyxeL | in

7

| _Browse.. | Upload |

Application | File Sharing I Add to Favorite
| | File Sharing [[F New Folder Aup |
[#H Rename Delete
491 T =
B standard_sc.ps ., Thu Dec? 15:03:18 2006 il
B FrintingProcess.doc 31 kb Thu Dec 7 14:55:00 2006  [FHW
B mewbBusRaute.pdf 439 ThuDec 7 14:55:24 2006 [
Mew Folder 0 kb Thu Dec 7 15:04:58 2006 'nﬁ
% FeedbackEdit.doc 23 kb Thu Dec 7 14:55:12 2006 |qHim
% Z006calender.xls 35 kb Thu Dec 7 14:55:42 2006 l'.-

A popup window displays. Specify the new name and/or file extension in the field provided.
You can enter up to 128 characters (“a-z”, “A-Z”, “0-97, “-”, *“_”, with spaces allowed). Then

click Apply.

g Make sure the length of the name does not exceed the maximum allowed on

the file server.

You may not be able to open a file if you change the file extension.

Figure 23 File Sharing: Rename

[ljﬁl.kaname h_j‘

Original Mame File.RTF

Mew Marme ITest.RTF

Apply I Cancel |

3.6 Deleting a File or Folder

To delete a file or folder, click the Delete icon next to the file/folder and then OK in a prompt

screen that displays.
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Figure 24 File Sharing: Delete Prompt

Microsoft Internet Explorer x|

(9
\ 3 Are you sure you wank to delete it?

Cancel |

3.7 Uploading a File

Follow the steps below to upload a file to the file server.

1 Log into the remote user screen and click the File Sharing tab.
2 Specify the location and/or name of the file you want to upload. Or click Browse to

locate it.

3 Click Upload to send the file to the file server.
4 After the file is uploaded successfully, you should see the name of the file and the

message in the screen.

Figure 25 File Sharing: File Upload

| File Sharing

Standard_SC.ps

PrintingProcess.doc

MewBusRoute pdf

Mew Folder
LogoTest.jpg

File .RTF
FeedbackEdit.doc
2006calender.xls

LT L L T T R

ZyXEL i sl @Q

Application File Sharing Add to Favorite
[

[ _Browse.. | upload |

New Folder “\Up

Upload succeeded [l Rename Delete

43 Thu Des 7 15:03:18 2006 [

31 kb Thu Dec 7 14:55:00 2006  [Ffm

428 ThuDes 7 14:55:24 2006 [

0 kb Thu Dec 7 15:04:58 2006  [FH{m
5 kb Thu Dec 7 17:14:54 2006 [F00m
88 kb Thu Dec 7 17:03:36 2006  [FIfm
23 kb Thu Dec 7 14:55:12 2006 [0
35 kb Thu Dec 7 14:55:42 2006 [0

5 Uploading a files with the same name and file extension replaces the existing
file on the file server. No warning message is displayed.
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ZYyWALL SecuExtender

The ZyWALL automatically loads the ZyWALL SecuExtender client program to your
computer after a successful login. The ZyWALL SecuExtender lets you:

» Access servers, remote desktops and manage files as if you were on the local network.

» Use applications like e-mail, file transfer, and remote desktop programs directly without
using a browser. For example, you can use Outlook for e-mail instead of the ZyWALL’s
web-based e-mail.

» Use applications, even proprietary applications, for which the ZyWALL does not offer
SSL application objects.

The applications must be installed on your computer. For example, to use the VNC remote
desktop program, you must have the VNC client installed on your computer.

4.1 Connecting Using the ZyWALL SecuExtender

1 If the ZyWALL SecuExtender icon is not already displayed in the system tray, click
Start > Programs > Startup > ZyWALL SecuExtender to open it.

Figure 26 Opening the ZyWALL SecuExtender
® E Programs 8 (5 nccessories

= i startup
: ‘tf‘} Diocuments ¥ 18l Adobe Photoshop Album 2.0 Starker Edition
% Settings . E CutsFor '
: GIMP *
@ Search v (3 zymEL »
(= mPBsan v
@ i (5} Micrascft Office L

' Rur. ..

Shut Down...
st | e @B @@
2 Right-click the ZyWALL SecuExtender icon in the system tray and select Connect to

Tl

open the Connect screen. Use this screen to access and log into the network through the

ZyWALL.

ZyWALL SSL 10 User’s Guide

33




Chapter 4 ZyWALL SecuExtender

Figure 27 ZyWALL SecuExtender Connect Screen

One-Time Password

Connect Ed zZywALL SecuEntender -10] =i
Skatistics
Praoxy Setkings User Marme |
Wiew Log
Ahout Password |
: Exit Application SSLVPN Gateway IP Address . |
Part | 443

{opkional)

oK I Cancel |

3 The ZyWALL SecuExtender icon color changes from red to gray after the SSL VPN
tunnel is built.

Figure 28 ZyWALL SecuExtender Icon

(] - |

4 Now you can use another application to access resources behind the ZyWALL.

4.2 Statistics

Right-click the ZyWALL SecuExtender icon in the system tray and select Statistics to open
the Statistics screen. Use this screen to view the ZyWALL SecuExtender’s statistics.

Figure 29 ZyWALL SecuExtender Statistics
[0/

Tranzmitted Packets

Feceived Packets :

S5LWPH Gateway IP Address
ZywaLL SecureE stender IP Address
Primary DMS IP Address

Secondary DMS P Address :
WINS IP Address

Femoate Metwork Info

MNetwork/Metmagk
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The following table describes the labels in this screen.

Table 2 ZyWALL SecuExtender Statistics

LABEL DESCRIPTION
Transmitted This is how many packets the computer has sent through the SSL VPN
Packets connection.

Received Packets

This is how many packets the computer has received through the SSL VPN
connection.

SSLVPN Gateway
IP Address

This is the IP address of the ZyWALL.

ZyWALL
SecuExtender IP
Address

This is the IP address the ZyWALL assigned to this remote user computer for an
SSL VPN connection.

Primary DNS
Address

This is the DNS server address for the SSL VPN connection.

DNS (Domain Name System) maps a domain name to its corresponding IP
address and vice versa. The DNS server is extremely important because without
it, you must know the IP address of a computer before you can access it. Your
computer uses the DNS server specified here to resolve domain names for
resources you access through the SSL VPN connection.

Secondary DNS
Address

This is the backup DNS server address for the SSL VPN connection.

WINS IP Address

This is the IP address of the WINS (Windows Internet Naming Service) server for
the SSL VPN connection. The WINS server keeps a mapping table of the
computer names on your network and the IP addresses that they are currently
using.

Remote Network
Info

This is the network (including netmask) that you can access through the SSL VPN
connection.

OK

Click OK to close the screen.

4.3 Proxy Settings

If the environment to which you connect requires it, you can have the SSL. VPN connection
from the ZyWALL SecuExtender to the ZyWALL go through an HTTPS proxy server.

Right-click the ZyWALL SecuExtender icon in the system tray and select Proxy Settings to
open the Proxy Settings screen. Use this screen to configure the ZyWALL SecuExtender to
use an HTTPS proxy server.
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Figure 30 Proxy Settings

=

[Use TE'S Prioxy Settings I

IP Address I—

Park Iu—
User Mame I—
Password I—

[8]4 I Cancel |

The following table describes the labels in this screen.

Table 3 Proxy Settings

LABEL DESCRIPTION

Enable Proxy Select this to use HTTPS proxy for the SSL VPN connection to the ZyWALL.
Use IE’s Proxy Click this if you have already configured the settings for using HTTPS proxy in
Settings Internet Explorer. Otherwise fill in the fields below.

IP Address Specify the IP address of the HTTPS proxy server.

Port Specify the HTTPS proxy server’s listening port number.

User Name Enter your user name for using the HTTPS proxy server.

Password Enter your password for using the HTTPS proxy server.

OK Click OK to save your changes.

Cancel Click Cancel to close the screen.

4.4 View Log

If you have problems with the ZyWALL SecuExtender, customer support may request you to
provide information from the log. Right-click the ZyWALL SecuExtender icon in the system
tray and select View Log to open a notepad file of the ZyWALL SecuExtender’s log.
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Figure 31 ZyWALL SecuExtender Log

[24/11/2008-18:04:26] checking status of service as the user has admin
privilege

[24/11/2008-18:04:48] Error in HttpQuerycookie :12002
[24/11/2008-18:04:48] Unable to get Cookie information.
[24/11/2008-18:06:32] LoginAndConnect () Failed

[24/11/2008-18:09:29] INITDIALOG of UserDlg and setting defaults
[24/11/2008-18:37:59] checking status of service as the user has admin
privilege

[24/11/2008-18:38:53] Error occured while sending the request, Error code:
12038, Ignoring...

[24/11/2008-18:38:53] Error Description: SSL certificate common name (host
name field) is incorrect

[24/11/2008-18:38:53] Error in HttpQuerycookie :0

[24/11/2008-18:38:53] cookie from tray :d398c6f690a7af3b34bc98d2023e3ach
[24/11/2008-18:38:53] login success

[24/11/2008-18:38:53] Creating sslPrg SUCCESS

[24/11/2008-18:38:53] Winsock successfully initiated in FtmTray
[24/11/2008-18:38:53] Port number of progbar: 2681

[24/11/2008-18:38:53] TRAY Reading UDP port from registry: count 0
[24/11/2008-18:38:53] Logged in user has admin privileges
[24/11/2008-18:38:53] Received port from registry is: 1027
[24/11/2008-18:38:53] Progbar successfully set port num to registry
[24/11/2008-18:38:53] Socket created successfully in FtmTray
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PART lI

Troubleshooting,
Appendices and
Index

g The appendices provide general networking information. Some information
may not apply to your ZyWALL.

* Troubleshooting (41)

» Setting Up Your Computer’s IP Address (45)
* Importing Certificates (69)

* Legal Information (93)

» Customer Support (95)
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Troubleshooting

This chapter provides tips to solve common problems. You should contact your network
administrator if a problem persists.

° | forgot my account user name and/or password.

* Your account information is provided by your network administrator. If you have
forgotten this information, contact your network administrator for assistance.

° | cannot see or access the Login screen in the web configurator.

1 Make sure you enter the correct [P address or domain name of the ZyWALL. Check with
your network administrator to verify this information.

N

Make sure your computer meets the system requirements. See Section 1.1.2 on page 16.

3 Make sure your computer meets any other requirements specified by your network
administrator. This may include the version of your operating system, service pack, etc.

4 If there is a DHCP server on your network, make sure your computer is using a dynamic
IP address.

5 1If the problem continues, contact the network administrator.

?

® | can see the Login screen, but | cannot log in to the ZyWALL.

* Make sure you have entered the user name and password exactly as provided by your
network administrator. These fields are case-sensitive, so make sure [Caps Lock] is not on.
* You cannot log in to the web configurator if someone has already logged in using the same

user account. In this case, inform that person to log out or contact your network
administrator for assistance.
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?

° The connection is slow or intermittent.

* Transmission speed varies depending on your network connection to the ZyWALL and the
traffic load. Check with your network administrator and ask for more bandwidth assigned
to you.

® | cannot access a web site (on Mondays).

¢ Check that the web site is available for access.

* Check that the network administrator has not blocked you from accessing the web site
during specific times.

° | cannot access a non-web based application.

* Check that the application is available for access.

* Make sure you have following the instruction in the pop-up information window to access
the application.

 If required, make sure you enter the access account information correctly.

® | cannot access a file share.

* Check that the file server is configured properly and is available for access.
* If required, make sure you enter the access account information correctly.
* Contact your network administrator for assistance if the problem persists.

° | cannot open a file.

* If your web browser cannot open a file, you are prompted to download it to your computer.
You can then launch the appropriate application to open the file.

° | cannot rename/delete/upload a file and/or folder.
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* You must have read/write access rights for the file share. Check with your network
administrator for this information.
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Setting Up Your Computer’s IP
Address

g Your specific ZyXEL device may not support all of the operating systems
described in this appendix. See the product specifications for more information
about which operating systems are supported.

This appendix shows you how to configure the IP settings on your computer in order for it to
be able to communicate with the other devices on your network. Windows Vista/XP/2000,
Mac OS 9/0S X, and all versions of UNIX/LINUX include the software components you need
to use TCP/IP on your computer.

If you manually assign IP information instead of using a dynamic IP, make sure that your
network’s computers have IP addresses that place them in the same subnet.

In this appendix, you can set up an IP address for:

* Windows XP/NT/2000 on page 46

* Windows Vista on page 49

* Mac OS X: 10.3 and 10.4 on page 53

e Mac OS X: 10.5 on page 56

* Linux: Ubuntu 8§ (GNOME) on page 59

e Linux: openSUSE 10.3 (KDE) on page 63
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Windows XP/NT/2000

The following example uses the default Windows XP display theme but can also apply to

46

Windows 2000 and Windows NT.
1 Click Start > Control Panel.

Figure 32 Windows XP: Start Menu

& Internet Explorer ) My Documents

g] Dutlook Express

Y Paint

# Files and Settings TransFer W...

5’ My Recent Documents #
_f) My Pictures

-» .
B command Prompt ~) My Music
Acrobat Reader 4.0

& Tour Windows 5P

4 My Computer

@ \indows Movie Maker E- Contral Panel
L:ﬂ Printers and Faxes
@) Help and Support
I:) Search
All Programs b E Run...

2 1In the Control Panel, click the Network Connections icon.

Figure 33 Windows XP: Control Panel
B Control Panel

File

\‘_;j Bach @ - L? /?I Search |i_ Folders v

address |G- Cantrol Panel

Edit  “iew Fawvorites Tools  Help

&"' Control Panel &

E} Siitch ko Category Yiew

See Also

Game
Controllers

& Windows Update
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3 Right-click Local Area Connection and then select Properties.

Figure 34 Windows XP: Control Panel > Network Connections > Properties

Tl
|_& Shan

Area Connection
led
|_i:r'd '|:| Fazt Ethemmet
Disable
Status
Repair

EBridge Connections

Create Shortout

Renams

‘ 7Pr'::n|:n3rtia:‘-

4 On the General tab, select Internet Protocol (TCP/IP) and then click Properties.

Figure 35 Windows XP: Local Area Connection Properties

-L Local Area Connection Properties

General | futhentication | Advanced

Connect using:

B8 Accton EM12070-Tx PCIFast Ethemet ddapter

Thiz connection uzes the following itermns:

g Client for Microzoft Metworks
.@J File ahd Printer Sharing for Microsoft Metworks

<E@n Lol = TR PO < N

Internet Protocol [TCPAIR)

Install... Uninsztal Properties

Drescription

Transmizzion Control Protocol/nternet Protocol, The default
wide area netwark. protocol that provides communication
across diverze interconnected networks.

[] Show icon in notification area when connected

[ DK, ]I Cancel J
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5 The Internet Protocol TCP/IP Properties window opens.

Figure 36 Windows XP: Internet Protocol (TCP/IP) Properties

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

Y'ou can get [P zettings azsigned automatically if your network, supparts
thiz capability. Othenwize, vou need to azk your network, adminiztrator for
the appropriate 1P zettings.

(%) Obtain an IP address automatically

{1 Usze the follawing IP address:

(%) Obtain DMS server address autamatically

() Usze the following DMS zerver addreszes;

[ Qk ][ Cancel ]

6 Select Obtain an IP address automatically if your network administrator or ISP
assigns your IP address dynamically.
Select Use the following IP Address and fill in the IP address, Subnet mask, and
Default gateway fields if you have a static IP address that was assigned to you by your
network administrator or ISP. You may also have to enter a Preferred DNS server and
an Alternate DNS server, if that information was provided.

7 Click OK to close the Internet Protocol (TCP/IP) Properties window.

Click OK to close the Local Area Connection Properties window.Verifying Settings

48

1 Click Start > All Programs > Accessories > Command Prompt.
2 In the Command Prompt window, type "ipconfig" and then press [ENTER].

You can also go to Start > Control Panel > Network Connections, right-click a
network connection, click Status and then click the Support tab to view your IP address
and connection information.
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Windows Vista

This section shows screens from Windows Vista Professional.
1 Click Start > Control Panel.

O Dr.eye 7.0 Profeszional

Wedia Player Clazsic

All Programs

Figure 37 Windows Vista: Start Menu

2 1In the Control Panel, click the Network and Internet icon.

Figure 38 Windows Vista: Control Panel

ol e |

@@v@ » Control Panel »

File Edit W¥iew Tools Help

+ Control Panel Home

Classic View

- [+ |1 o]

System and Maintenance User Accounts
Get started with Windows - 'f' Change account type
Back up your computer

’ ,  Appearance and
Security i PP R
R Personalization
Check for updates

y W ’ Change desktop background

i Allow a program through Windows
’f Change the color scheme

Firewall
Adjust screen resclution
Metwork and Internet . ;
e s Bt T S f;!ock. Language, and.F‘\egzon
View network status and tasks 1L Change keyboards or other input
methods

Set up file sharing

Change display language

3 Click the Network and Sharing Center icon.

Figure 39 Windows Vista: Network And Internet

=3 R x>
@C)'rl:“ » Control Panel » Metwork and Internet » - | +5 | | Search el |
File Edit W¥iew Tools Help
Control Panel Home
I\etwork ar 1d Sharing Center

System and Maintenance 2 nnect to a network

Eo e View network computers and devices | Add a device to the network | Set up file sharing

Security

Network and Int. i ’

i i Internet Options
Hardware and Sound Connect to thelnternet | Change your homepage | Manage browser add-ons
Programs Delete browsing history and cookies
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4 Click Manage network connections.

Figure 40 Windows Vista: Network and Sharing Center

"

u‘-H‘; <« Network and Internet » Network and Sharing Center - | +5 | |—

File Edit W¥iew Tools Help

L Network and Sharing Center

View computers and devices

Connect to a network

Set un a Fonnactinn ar network i [ £
¢ | —3— -
Manage network connections it -
TWPCO8111 Internet
Diagnose ana repair (This computer}

E- Not connected

5 Right-click Local Area Connection and then select Properties.

Figure 41 Windows Vista: Network and Sharing Center

LAN GrHigh-Si" A Trtarmat (11

- Loca] Collapse group Left Arrow
L..., Commg
x‘i‘ff r;-'e?»“' Expand all groups
W~ TInte
Collapze all groups
Disable
Status
Diagnose

Bridge Conmections

Create Bhortout
Ilelete

Remame

‘~ Properties >

5 During this procedure, click Continue whenever Windows displays a screen

saying that it needs your permission to continue.
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6 Select Internet Protocol Version 4 (TCP/IPv4) and then select Properties.

Figure 42 Windows Vista: Local Area Connection Properties

4 Local Ares Comnection Properties

Connect using:

!_-'I"‘ IntellR] PROA000 MT Deskiop Connection

Thiz connection uzes the following items;

W Clignt for Microsoft Metworks
B} etvark. Manitar3 Driver
.@ File: ahd Printer Sharing for Microsoft Metworks
ke |r.| a1 o - A PYE

&Y |teet P sion 4 [TCPAPw4) I
Wl & Link-Layer Topology Discovery Mapper /0 Driver
b Link-Layer Topology Discoven Responder

Irstall... U iriztall '

Drescription

Tranzmizzion Control Pratocaldnternet Pratocal. The default
wide area network, protocaol that provides communication
acrozs diverse interconnected nebworks.

[k, ] | Cancel
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7 The Internet Protocol Version 4 (TCP/IPv4) Properties window opens.

Figure 43 Windows Vista: Internet Protocol Version 4 (TCP/IPv4) Properties
Internet Protocol Version 4 (TCP/IPv4) Properties T[]
| General f.ﬁ..l-ternate C-:unl.:.iu.;_|_l__!rati|:||_'_|_:

Wou can get IP settings assigned automatically if your network, supports

this capability, Otherwise, you need ko ask vour network, administrakar
for the appropriate IP settings,

@ Dbkain an IP address aukomatically:

Use the Following IP address:

@ Obtain ONS server address automatically

i Use the Following DMS server addresses:

| Advanced... |

| a4 || Cancel |

8 Select Obtain an IP address automatically if your network administrator or ISP
assigns your IP address dynamically.
Select Use the following IP Address and fill in the IP address, Subnet mask, and
Default gateway fields if you have a static IP address that was assigned to you by your
network administrator or ISP. You may also have to enter a Preferred DNS server and
an Alternate DNS server, if that information was provided.Click Advanced.

9 Click OK to close the Internet Protocol (TCP/IP) Properties window.

Click OK to close the Local Area Connection Properties window.Verifying Settings

1 Click Start > All Programs > Accessories > Command Prompt.
2 In the Command Prompt window, type "ipconfig" and then press [ENTER].

You can also go to Start > Control Panel > Network Connections, right-click a
network connection, click Status and then click the Support tab to view your IP address
and connection information.
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Mac OS X: 10.3 and 10.4

The screens in this section are from Mac OS X 10.4 but can also apply to 10.3.

1 Click Apple > System Preferences.

Figure 44 Mac OS X 10.4: Apple Menu
ﬂ Finder File Edit Wiey
About This Mac

Software Update...
Mac OS X Software...

System Preferences...
Dock E

Location >
Recent Items 3
Force Quit... Y
Sleep

Restart...

Shut Down...

2 In the System Preferences window, click the Network icon.

Figure 45 Mac OS X 10.4: System Preferences

8een System Preferences
[« » || Showall | Q|
Personal
B B =M @\ o @
Appearance Dashboard &  Desktop & Dock International Security Spotlight
Exposé Screen Saver
Hardware
g u_ | 'ﬁ
9 b 2 \Ji U 4 =
Bluetooth CDs & DVDs Displays Energy Keyboard &  Print & Fax Sound

Saver Mouse

Q @

Internet & NetwD

Mac QuickTime Sharing
System
[ — P —
L L
R & @® § d @
Accounts Date & Time Software Speech Startup Disk Universal

Update AcCcess
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3 When the Network preferences pane opens, select Built-in Ethernet from the network
connection type list, and then click Configure.

Figure 46 Mac OS X 10.4: Network Preferences
enon Network

< » | [ ShowAll Q '

Location: :Automatir_ v

Show: Network Status s

- I Built-in Ethernet is currently active and has the IP address
@ Built-in Ethernet 10.0.1.2. You are connected 1o the Internet via Built-in Ethernet.

Internet Sharing is on and is using AirPort to share the

©  AirPort connection.
( Configure... ) ( QJsconnect... ) [T?)
o, = — _
I Click the lock to prevent further changes. | Assistme... ) Apply Now

4 For dynamically assigned settings, select Using DHCP from the Configure IPv4 list in
the TCP/IP tab.

Figure 47 Mac OS X 10.4: Network Preferences > TCP/IP Tab.
re en Network 1

Show All Q

Location: Automatic “"v‘i

Show: | Built-in Ethernet F

{ TCP/IP | PPPoE = AppleTalk | Proxies Ethernet 1

—
< Configure IPv4: | Using DHCP ) [
—
IP Address: 0.0.0.0 (" Renew DHCP Lease D]
Subnet Mask: DHCP Client 1D:
(If required)
Router:
DNS Servers:
Search Domains: (Optional)
IPv6 Address:
( Configure IPv6... ) @
0., s
{1 Click the lock to prevent further changes. [ Assist me... ) ( Apply Now )
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5 For statically assigned settings, do the following:

From the Configure IPv4 list, select Manually.

In the IP Address field, type your IP address.

In the Subnet Mask field, type your subnet mask.

In the Router field, type the IP address of your device.

Figure 48 Mac OS X 10.4: Network Preferences > Ethernet

re en Network
Show All Q
Location: Automatic 13"]
Show: Built-in Ethernet 13"]

TCPfIP-| PPPoE | AppleTalk

Proxies = Ethernet

< Configure IPv4: = Manually )
I

IP Address: 0.0.0.0
Subnet Mask: 0.0.0.0

Router: 0.0.0.0

DNS Servers:

Search Domains:

IPv6 Address:

K9
(Optional)
(" Configure IPv6... ) ®
(Assist me... ) ( Apply Now J

d
{1 Click the lock to prevent further changes.

Click Apply Now and close the window.Verifying Settings

Check your TCP/IP properties by clicking Applications > Utilities > Network Utilities, and

then selecting the appropriate Network Interface from the Info tab.

Figure 49 Mac OS X 10.4: Network Utility
8688 Network Utility

| Info | Netstat AppleTalk Ping = Lookup

Traceroute  Whois  Finger  Port Scan |

Pleas: . ace for information
Network Interface (en0) F]

n

Transfer Statistics

Hardware Address 00:16:cb:8b:50:2e
IP Address(es) 118.169.44.203
Link Speed 100 Mb
Link Status Active
Vendor Marvell

Model Yukon Gigabit Adapter
BBEBO53

Sent Packets 20607
Send Errors 0

Recv Packets 22626
Recv Errors 0

Collisions 0
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Mac OS X: 10.5

The screens in this section are from Mac OS X 10.5.

1 Click Apple > System Preferences.

Figure 50 Mac OS X 10.5: Apple Menu
Y Finder File Edit Viel
About This Mac

Software Update...
Mac OS X Software...

System Preferences...

Y  —
Recent ltems [ ]
Force Quit... NED
Sleep
Restart...

Shut Down...

2 In System Preferences, click the Network icon.

Figure 51 Mac OS X 10.5: Systems Preferences

[ M ) System Preferences
<] » || showal | Q|
Personal
[0 = - :
- o o
Appearance Desktop & Dock Exposé & International Security Spotlight
Screen Saver Spaces
Hardware
@ O &5 s
. L s . -
CDs & DVDs Displays Energy Keyboard & Print & Fax Sound
Saver Mouse

Internet & Ng

Q @

Mac Network QuickTime Sharing
System
& » @ § 2 @ @
2 & » @ @
Accounts Date & Tirme Parental Software Speech Startup Disk Time Machine  Universal

Controls Update Access
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3 When the Network preferences pane opens, select Ethernet from the list of available
connection types.

Figure 52 Mac OS X 10.5: Network Preferences > Ethernet

|a0n Network
< |» || Showall | [Q
Location: | Automatic M
Internal Modem (3 =&*
e Not Connected %\i} Status: Not Connected
The cable for Ethernet is connected, but
PPPoE @o;} your computer does not have an IP address.
Mot Connected
. Ethernet . ;
S i LS Configure: | Using DHCP H-l
FireWire
Mot Connected =
e A? rPort "5“
Off v
DNS Server:
Search Domains:
802.1X: WPA: ZyXELO4
— Chivanced ) @
1
§ Click the lock to prevent further changes. C Assist me... :1 [ Revert :] ( Apply :1

4 From the Configure list, select Using DHCP for dynamically assigned settings.
5 For statically assigned settings, do the following:

* From the Configure list, select Manually.

* In the IP Address field, enter your IP address.

* In the Subnet Mask field, enter your subnet mask.

* In the Router field, enter the IP address of your ZyWALL.
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Figure 53 Mac OS X 10.5: Network Preferences > Ethernet

foON Network
«[» || Showal |

Location: | Automatic

B

Internal Modem 1\‘}“\'
Mot Connected 2

Status: Not Connected

The cable for Ethernet is connected, but

PPPoE

@ i éony your computer does not have an IP address.
Configure: | Manually |-H
FireWire IP Address: ID.0.0.{) I
Mot Connected =
Subnet Mask:
P AirPort =
Off v Router:
DNS Server:
Search Domains:
802.1X: WPA: ZyXELO4
—— Chavnced ) @
il
| Click the lock to prevent further changes. ( Assist me... ) ( Revert :] ( Apply )

6 Click Apply and close the window.

Verifying Settings

Check your TCP/IP properties by clicking Applications > Utilities > Network Utilities, and
then selecting the appropriate Network interface from the Info tab.

Figure 54 Mac OS X 10.5: Network Utility

{ Info | Netstat AppleTalk Ping Lookup

Traceroute

Whois  Finger  Port Scan -

Pleas i face for information
| Network Interface (enl) i

Interfac

Hardware Address: 00:30:65:25:6a:b3
IP Addressies): 10.0.2.2
Link Speed: 11 Mbit/s
Link Status: Active
Vendor: Apple

Model: Wireless Network Adapter
(802.11)

Sent Packets

Send Errors:

Recv Packets

Recv Errors:

Collisions:

1 1230
0
: 1197

A
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Linux: Ubuntu 8 (

GNOME)

This section shows you how to configure your computer’s TCP/IP settings in the GNU Object
Model Environment (GNOME) using the Ubuntu 8 Linux distribution. The procedure, screens

and file locations may vary depending on your specific distribution, release version, and
individual configuration. The following screens use the default Ubuntu 8 installation.

g Make sure you are logged in as the root administrator.

Follow the steps below to configure your computer IP address in GNOME:
1 Click System > Administration > Network.

Figure 55 Ubuntu 8: System > Administration Menu

System
\‘9{ Preferences

Loy Administration
o

0 Help and Support
‘€ About GNOME

._53 About Ubuntu

€] ouit...

P —

v 0L Authorizations
[ Hardware Drivers
3 Hardware Testing
[ﬁ Language Support
[&1 Login Window

% Network

2 When the Network Settings window opens, click Unlock to open the Authenticate
window. (By default, the Unlock button is greyed out until clicked.) You cannot make
changes to your configuration unless you first enter your admin password.

Figure 56 Ubuntu 8: Network Settings > Connections

NEEWBTIC SEThNGE e e |

Location: ‘

a
-

Connections | General | DNS | Hosts |

=5

Roamin

B Point

= Wired connection

g mode enabled

to point connec...

This network interface is not c...

| @t |

E@,.Eroperties
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60

3 In the Authenticate window, enter your admin account name and password then click
the Authenticate button.

Figure 57 Ubuntu 8: Administrator Account Authentication
&5y Authenticate \El\

(o, System policy prevents
. modifying the configuration

An application is attempting to perform an action
that requires privileges. Authentication as one of the
users below is required to perform this action.

£ e...... (chris) = l

Password for chris: [ ]

[» Details

/\
[ egancel(u ﬂuthenticate‘ )

4 In the Network Settings window, select the connection that you want to configure, then
click Properties.

Figure 58 Ubuntu 8: Network Settings > Connections

Location:

Connections | General \ DMNS \ Hosts l

A4

=  Wired connection ' l | {yProperties L
Roaming mode enabled

= Point to point connec...
This network interface is not c...

| eﬂelp nl Bglose
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5 The Properties dialog box opens.

Figure 59 Ubuntu 8: Network Settings > Properties

[]iEnable roaming mode:

Connection Settings

Configuration: l =

|P address;

[
Subnet mask: |
l

Gateway address:

CE=)

* In the Configuration list, select Automatic Configuration (DHCP) if you have a
dynamic IP address.
* In the Configuration list, select Static IP address if you have a static IP address. Fill
in the IP address, Subnet mask, and Gateway address fields.
6 Click OK to save the changes and close the Properties dialog box and return to the
Network Settings screen.
7 If you know your DNS server IP address(es), click the DNS tab in the Network Settings
window and then enter the DNS server information in the fields provided.

Figure 60 Ubuntu 8: Network Settings > DNS

:L_'g' et " ELLINGS

Location:

Connections I General | DMS ‘ Hosts I

DMNS Servers

10023 | o add

Search Domains

'Oﬂe'p I b4 close

8 Click the Close button to apply the changes.
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Verifying Settings

Check your TCP/IP properties by clicking System > Administration > Network Tools, and
then selecting the appropriate Network device from the Devices tab. The Interface Statistics
column shows data if your connection is working properly.

Figure 61 Ubuntu 8: Network Tools

TJool Edit Help
Devices | Ping l Metstat lTraceruute l Port Scan I Lookup I Finger ‘ Whois l
Network device: ‘ = Ethernet Interface (etho) = “§ Configure
IP Information
Protocol 1P Address Metmask / Prefix Broadcast Scope
IPwd 10.0.2.15 255,255.255.0 10.0.2.255
IPvE feB0:;a00:27fffe30:e16c 64 Link
Interface Information Interface Statistics
Hardware address: 08:00:27:30:e1:6c i fTEs: 6846 KB
Multicast: Enabled Transmitted packets: 1425
MTL: 1500 Transmission errors: 0
Link speed: not available Received bytes: 219.5 KiB
State! Active Received packets: 1426
Reception errors: 0
Collisions: 0
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Linux: openSUSE 10.3 (KDE)

This section shows you how to configure your computer’s TCP/IP settings in the K Desktop
Environment (KDE) using the openSUSE 10.3 Linux distribution. The procedure, screens and
file locations may vary depending on your specific distribution, release version, and individual
configuration. The following screens use the default openSUSE 10.3 installation.

,@ Make sure you are logged in as the root administrator.

Follow the steps below to configure your computer IP address in the KDE:
1 Click K Menu > Computer > Administrator Settings (YaST).

Figure 62 openSUSE 10.3: K Menu > Computer Menu

Search: |

e
M2

b Administrator Settings

i
r!) Install Software

a_ System Infarmation

Home Faolder
- .
= mefzvx
} My Documents
@ Network Folders

per -
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A [-X—

V\r [-1—]

Eavorites Applications Computer

User zyxel on linux-h2oz

Applications

System Folders

Media

History Leave
openSUSE’

|-

| &

|-

<]

2 When the Run as Root - KDE su dialog opens, enter the admin password and click OK.

Figure 63 openSUSE 10.3: K Menu > Computer Menu

~_ Run as root - KDE su

Command:  /sbinfyast2

oty

) Please enter the Administrator (root)
j-\_ password to continue,
3/ ]

frd = BLal}

Password: |.-.

A& Cancel |
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3 When the YaST Control Center window opens, select Network Devices and then click
the Network Card icon.

Figure 64 openSUSE 10.3: YaST Control Center
YaST Control Center @ linux-h2oz <

File Edit Help

@ Software
ﬁ Hardware

5‘5 System

I . Network Devices
&

m Netwerk Services

'ﬁ Novell AppArmor

\{r._.-. Security and Users

4o

g
a{ Miscellaneous

| Search... |

4 When the Network Settings window opens, click the Overview tab, select the
appropriate connection Name from the list, and then click the Configure button.

Figure 65 openSUSE 10.3: Network Settings

0 vasT2@linux-h2oz <

Network Card IE Network Settings
Overview
Obtain an overview of

installed network cards. | Global Options | Overview I Hostname/DNS | Routing

Additionally, edit their

configuration. Name | IP Address
AMD PCnet - Fast 79C971 DHCP

Adding a Network
Card:

Press Add to configure a
new netwark card
manually.

Configuring or
Deleting:

Choose a network card
to change or remove.
Then press Configure or
Delete as desired.

AMD PCnet - Fast 79C971
MAC : 08:00:27:96:ed:3d

® Device Mame: eth-etho

& Started automatically at boot
* |P address assigned using DHCP

P

| ﬁ§’| Configure |‘Qelege |

| Abort
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5 When the Network Card Setup window opens, click the Address tab

B YasT2@linux-h2o0z

Figure 66 openSUSE 10.3: Network Card Setup

Address Setup 4]

Select No Address
Setup if you do not
want any IP address
for this device. This is
particularly useful for
bonding ethernet
devices.

Select Dynamic
address if you do not
have a static IP
address assigned by
the system .
administrator or your
cable or D5SL provider,

‘You can choose one of
the dynamic address
assignment method.
Select DHCP if you
have a DHCP server
running on your local
network. Metwork
addresses are then
obtained automatically
from the server.

To automatically
search for free IP and
then assign it
statically, select [«]
Zeroconf. To use [~

(2] Network Card Setup

(-
|Genera|( Address | ardware |

onfiguration Name

|Et|'|ernet |v| |

| Mo IB Address (for Bonding Devices)

() Dynamic Address [ DHCP F}
(® Statically assigned IP Address
1P Address Subnet Mask

Hostname

| Cancel |

6 Select Dynamic Address (DHCP) if you have a dynamic IP address.

Select Statically assigned IP Address if you have a static IP address. Fill in the IP
address, Subnet mask, and Hostname fields.

7 Click Next to save the changes and close the Network Card Setup window.
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8 If you know your DNS server IP address(es), click the Hostname/DNS tab in Network
Settings and then enter the DNS server information in the fields provided.

nlinux-h2oz

Figure 67 openSUSE 10.3: Network Settings

Enter the name for
this computer and the
DNS domain that it
belongs to.

Optionally enter the
name server list and
domain search list,

Mote that the
hostname is global-it
applies to all
interfaces, not just
this one,

The domain is
especially important if
this computer is a mail
Server,

If you are using DHCP
to get an IP address,
check whether to get
a hostname via DHCP,
The hostname of your
host (which can be
seen by issuing the
hostname command)
will be set
automatically by the
DHCP client. You may
want to disable this
option if you connect
to different networks

B

|a
[

=

(8] Network Settings

| Global Options | Overview! Hostname/DNS I Routing

—Hostname and Domain Name
Hostname

Domain Name

|Iinux-h2oz | isite

[] Change Hastname via DHCP
|| Write Hostname to /etc/hosts

% Change (etc/resolv.conf manually

~Mame Servers and Domain Search List
MName Server 1

Domain Search

[10.0.2.3 |

MName Server 2

MName Server 3

|| Update DNS data via DHCP

| Abort |

66

9 Click Finish to save your settings and close the window.
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Verifying Settings

Click the KNetwork Manager icon on the Task bar to check your TCP/IP properties. From
the Options sub-menu, select Show Connection Information.

Figure 68 openSUSE 10.3: KNetwork Manager

. Disable Wireless ‘s KNetworkManager
- Wired Devices

|4

&4 Switch to Offline Mode [%X Wired Network

T Show Connection Information... .| Dial-Up Connections
=, Configure...

When the Connection Status - KNetwork Manager window opens, click the Statistics tab
to see if your connection is working properly.

Figure 69 openSUSE: Connection Status - KNetwork Manager

® Connection Status - KNetworkManager

| [+] Device \ﬁgddresse( 3 statistics l _

Received Transmitted
Bytes 2317441 841875
MBytes 2.2 0.8
Packets 3621 3140
Errors 0 0
Dropped 0 0
KBytes/s 0.0 0.0
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Importing Certificates

This appendix shows you how to import public key certificates into your web browser.

Public key certificates are used by web browsers to ensure that a secure web site is legitimate.
When a certificate authority such as VeriSign, Comodo, or Network Solutions, to name a few,
receives a certificate request from a website operator, they confirm that the web domain and
contact information in the request match those on public record with a domain name registrar.
If they match, then the certificate is issued to the website operator, who then places it on the
site to be issued to all visiting web browsers to let them know that the site is legitimate.

Many ZyXEL products, such as the NSA-2401, issue their own public key certificates. These
can be used by web browsers on a LAN or WAN to verify that they are in fact connecting to
the legitimate device and not one masquerading as it. However, because the certificates were
not issued by one of the several organizations officially recognized by the most common web
browsers, you will need to import the ZyXEL-created certificate into your web browser and
flag that certificate as a trusted authority.

You can see if you are browsing on a secure website if the URL in your web
browser’s address bar begins with https:// orthere is a sealed padlock
icon ( & ) somewhere in the main browser window (not all browsers show the
padlock in the same location.)

In this appendix, you can import a public key certificate for:

* Internet Explorer on page 70
* Firefox on page 78

* Opera on page 83

* Konqueror on page 89
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Internet Explorer

The following example uses Microsoft Internet Explorer 7 on Windows XP Professional;
however, they can also apply to Internet Explorer on Windows Vista.

1 If your device’s web configurator is set to use SSL certification, then the first time you
browse to it you are presented with a certification error.

Figure 70 Internet Explorer 7: Certification Error

i-a’ *{"i:? | @Certiﬁmte Error: Navigation Blocked [ |

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
®& Click here to close this webpage.

® Continue to this website (not recommended).

@ More information

2 Click Continue to this website (not recommended).

Figure 71 Internet Explorer 7: Certification Error

& Continue to this website (not recommended).

3 In the Address Bar, click Certificate Error > View certificates.

Figure 72 Internet Explorer 7: Certificate Error

w |14 Certificate Error
¥

ReJ Certiicate nvaiid
The security cerificate presented by this
webhsite has errors.

This problem may indicate an attemptto
fool you or intercept any data you send to
the server.

We recommend that you close this
webpage.

About certificate errors

View certiﬁ$ates

py
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4 In the Certificate dialog box, click Install Certificate.

Figure 73 Internet Explorer 7: Certificate

Certificate E]@

General | Details | Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: nsa2401
Issued by: nsa2401

valid from 5/20/2008 to 5/20/2011

Install %rﬁﬁcahe. i

O

5 In the Certificate Import Wizard, click Next.

Figure 74 Internet Explorer 7: Certificate Import Wizard

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Mext,

[ Mext = ] [ Cancel
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6 If you want Internet Explorer to Automatically select certificate store based on the

type of certificate, click Next again and then go to

Figure 75 Internet Explorer 7: Certificate Import Wizard

Certificate Import Wizard

step 9.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

( (=) Automatically select the certificate store based on the type of certificate )

() Place all certificates in the following store

[ < Back ][ Mext =

]

] [ Cancel

7 Otherwise, select Place all certificates in the follo

Figure 76 Internet Explorer 7: Certificate Import Wizard

wing store and then click Browse.

(%) Place all certificates in the following store

Certificate store:

| [ Browse...

8 In the Select Certificate Store dialog box, choose a location in which to save the

certificate and then click OK.

Figure 77 Internet Explorer 7: Select Certificate Store

Select Certificate Store

Select the certificate store you want to use,

=@
[+ !:l Trusted Root Certification Authorities
[+ !__"l Enterprise Trust

#-[ Intermediate Certification Authorities
-] Active Directory User Object

-7 Trimtad Puihlichere

Show physical stores

l

OK
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9 In the Completing the Certificate Import Wizard screen, click Finish.

Figure 78 Internet Explorer 7: Certificate Import Wizard

Certificate Import Wiz

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have spedfied the following settings:
| Certificate Store Selected  Automatically determined by if
Content Certificate

< Back Finish Cancel

10 If you are presented with another Security Warning, click Yes.

Figure 79 Internet Explorer 7: Security Warning

Security Warning .

'E You are about to install a certificate from a certification autherity (CA) daiming to represent:
= nsa2401

Windows cannot validate that the certificate is actually from "nsa2401”%, You should confirm its origin by contacting
"n=a2401", The following number will assist you in this process:

Thumbprint (shal): 3501C9AC DBCOEGS4 FE3Z7C71 46401548 242E5893

Warning:

If you install this root certificate, Windows will automatically trust any certificate issued by this CA. Installing a
certificate with an uncenfirmed thumbprint is a security risk. If you dick ®Yes”™ you acknowledge this risk.

Do you want to install this certificate?

ZyWALL SSL 10 User’s Guide

73




Appendix B Importing Certificates

11 Finally, click OK when presented with the successful certificate installation message.

Figure 80 Internet Explorer 7: Certificate Import Wizard

Certificate Import Wizard E|

1 The import was successful,

12 The next time you start Internet Explorer and go to a ZyXEL web configurator page, a
sealed padlock icon appears in the address bar. Click it to view the page’s Website

Identification information.

Figure 81 Internet Explorer 7: Website Identification

SE )

| ? Website Identification
@

172.20.37.202 has identified this site as
172.20.37.202
This connection to the senver is encrypted.

Should | trust this site?

Wiew certificates

X
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Installing a Stand-Alone Certificate File in Internet Explorer

Rather than browsing to a ZyXEL web configurator and installing a public key certificate
when prompted, you can install a stand-alone certificate file if one has been issued to you.

1 Double-click the public key certificate file.

Figure 82 Internet Explorer 7: Public Key Certificate File

!I-! CET]

2 In the security warning dialog box, click Open.

Figure 83 Internet Explorer 7: Open File - Security Warning

Open File - Security Warning

Do you want to open this file?

E: MName: CA.cer
==zd  Publisher. Unlmown Publisher
Type: Security Certificate
From: D:\Documents and SettingsY13435\Desktop

[ Open ] [ Cancel

Always ask before opening this file

potentially ham your computer. i you do not trust the source, do not

While files from the Intemet can be useful, this file type can
open this software. What s the rsk?

3 Refer to steps 4-12 in the Internet Explorer procedure beginning on page 70 to complete
the installation process.
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Removing a Certificate in Internet Explorer

76

This section shows you how to remove a public key certificate in Internet Explorer 7.

1 Open Internet Explorer and click Tools > Internet Options.

Figure 84 Internet Explorer 7: Tools Menu

fit - & - [Grae -G -

Delete Browsing History...

Pop-up Blocker 3
Phishing Filter »
Manage Add-ons »
Work Offline

Windows Update

Full Screen F11
Menu Bar

Toolbars »

Windows Messenger
Dizgnose Connection Problems. ..
Sun Java Console

m

2 In the Internet Options dialog box, click Content > Certificates.

Figure 85 Internet Explorer 7: Internet Options

Internet Options

General | Security | Priva ! Content innecﬁons. | Programs | Advanced

—
Content Advisor

g\ Ratings help you control the Internet content that can be
viewed on this computer,

Certificates
Use certificates for encrypted connections and identification.
’ Clear 55L state (I [ Certificates J, Publishers l
AutoComplete

= AutoComplete stores previous entries

on webpages and suggests matches
for you.

wl

Feeds

= | Feeds provide updated content from
i=

bE | websites that can be read in Internet
Explorer and other programs.

oK l [ Cancel
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3 In the Certificates dialog box, click the Trusted Root Certificates Authorities tab,
select the certificate that you want to delete, and then click Remove.

Figure 86 Internet Explorer 7: Certificates

Certificates
. |
Intended purpose: | <All> > ~ b |
| Intermediate Certification Auﬂ'loritl(s-l Trusted Root Certification Authorities | T!;sted Publ ¢ ¥
) -

Issued To Issued By Expiratio... = Friendly Name b

B2 172.20.37.202 172.20.37.202 5/21/2011  <None>

[E]aBA.ECOMRoot CA ABA.ECOM Root CA 7/10/2009  DST (ABA.ECOM...

[Elautoridad Certifica...  Autoridad Certificadar... 6/28/2009  Autoridad Certifi...
[El sutoridad Certifica...  Autoridad Certificador. ., 6/30/2009  Autoridad Certifi...
Edealtimare E2 by DST  Baltimore EZ by DST 7/4/2009 DST (Baltimore E...
Eelgamm E-TrustP... Belgacom E-TrustPrim... 121/2010  Belgacom E-Trus...
C&W HKT SecureM,.. CEW HKT SecureMet ...  10/16/2009 CW HKT Secure...
C&W HKT SecureM..., C&W HKT SecureMet ..,  10f16/2009 CW HKT Secure...
C&W HKT SecureM... CA&W HKT SecureMNet...  10/16/2010 CW HKT Secure... &

[ Import... ][ Export... q[ Remove ] ’

Certificate intended purposes
<All=

View

| Close |

4 1In the Certificates confirmation, click Yes.

Figure 87 Internet Explorer 7: Certificates

Certificates

Certificates is installed, any deleted third-party root certificates will be restored automatically, but the system root
certificates will not. Do you want to delete the selected certificate(s)?

(=) .

5 In the Root Certificate Store dialog box, click Yes.

\-., Deleting system root certificates might prevent some Windows components from working properly. If Update Root

Figure 88 Internet Explorer 7: Root Certificate Store
Root Certificate Store

'E Do you want to DELETE the following certificate from the Root Store?
L

Subject : 172.20.37.202, ZyXEL

Issuer ; Self Issued

Time Validity : Wednesday, May 21, 2008 through Saturday, May 21, 2011
Serial Number : 00846BC7 4BBF7CZE CB

Thumbprint (sha1) ; DC446350 10FE200D EF6AT2ED 002B9AFT 677EBOES
Thumbprint (md5) : 65F5E948 FOBC2598 50803387 CAA 18384

Yes J Mo

6 The next time you go to the web site that issued the public key certificate you just
removed, a certification error appears.
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Firefox

The following example uses Mozilla Firefox 2 on Windows XP Professional; however, the

screens can also apply to Firefox 2 on all platforms.

1 If your device’s web configurator is set to use SSL certification, then the first time you

browse to it you are presented with a certification error.

2 Select Accept this certificate permanently and click OK.

Figure 89 Firefox 2: Website Certified by an Unknown Authority

Website Certified by an Unknown Authority

Unable to verify the identity of 172,20,37.202 as a trusted site.

[

Possible reasons for this error;

-The site's certificate is incomplete due to a server misconfiguration.

confidential information.

Please notify the site's webmaster about this problem.

Examine Certificate. ..

‘ () Accept this certificate permanently ,

= — - = this session

() Do not accept this certificate and do not connect to this Web site

- Your browser does not recognize the Certificate Authority that issued the site's certificate.

-You are connected to a site pretending to be 172.20,37.202, possibly to obtain your

Before accepting this certificate, you should examine this site's certificate carefully. Are you
willing to to accept this certificate for the purpase of identifying the Web site 172.20,.37.2027

3 The certificate is stored and you can now connect securely to the web configurator. A
sealed padlock appears in the address bar, which you can click to open the Page Info >
Security window to view the web page’s security information.

Figure 90 Firefox 2: Page Info

Web Site Identity Verified

The web site 172,20.37.202 supports authentication for the page you are
viewing. The identity of this web site has been verified by ZyXEL, a certificate
authority you trust for this purpose.

Vi View the security certificate that verifies this web site's
Lew identity.

Connection Encrypted: High-grade Encryption (AES-256 256 bit)
The page you are viewing was encrypted before being transmitted over the
Internet.

Encryption makes it very difficult for unauthorized people to view information
traveling between computers, Itis therefore very unlikely that anyone read
this page as it traveled across the network.,
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Installing a Stand-Alone Certificate File in Firefox

Rather than browsing to a ZyXEL web configurator and installing a public key certificate
when prompted, you can install a stand-alone certificate file if one has been issued to you.

1 Open Firefox and click Tools > Options.

Figure 91 Firefox 2: Tools Menu

Tools

Web Search Cirl -+
Downloads Ctrl+]
Add-ons

Java Conzole
Error Console
Page Info

Clear Private Data... Ctrl+Shift+Del

m

2 In the Options dialog box, click Advanced > Encryption > View Certificates.

Figure 92 Firefox 2: Options
Options E|

e O @ B @ & @ &

Main Tabs Content  Feeds  Privacy Security  Adwanced

~ Protocols

Ise 551 3.0 Use TLS 1.0

Certificates
When a web site requires a certificate:

() Select one automatically  (3) Ask me every time

|, View Certificates . [ Revocation Lists ] l Verification ] l Security Devices

OK l [ Cancel ] [ Help
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3 In the Certificate Manager dialog box, click Web Sites > Import.

Figure 93 Firefox 2: Certificate Manager

&) Certificate Manager |Z| |E| g‘

| Your Certificates | Other Peoplds | Web Sites | ;]thoritiesi

You have certificates on file that identify these web sites:

a3

Certificate Name Purposes

4 Use the Select File dialog box to locate the certificate and then click Open.

Figure 94 Firefox 2: Select File

Select File containing Web Site certificate to import

Look in: |@Desktop | e P

= 'j My Computer
|— ljDMy Documents
Desktop "_-} My Network Places

_

My Computer

T

My Netwark
Places

File name: |CA.cer b | [ Cpen

Files of type: |Certiﬁcate Files i | nc

5 The next time you visit the web site, click the padlock in the address bar to open the
Page Info > Security window to see the web page’s security information.
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Removing a Certificate in Firefox
This section shows you how to remove a public key certificate in Firefox 2.

1 Open Firefox and click Tools > Options.

Figure 95 Firefox 2: Tools Menu

Tools

Web Search Cirl+
Downloads Cirl+]
Add-ons

Java Console
Error Console
Fage Info

Clear Private Data... Ctrl+5hift+Del

M

2 In the Options dialog box, click Advanced > Encryption > View Certificates.

Figure 96 Firefox 2: Options

e O @ & e N | e

Main Tabs Content  Feeds  Privacy  Security  Advanced

| General ENetwérI.-:Ei Upd.ag | Encryption D

~ Protocols -

Use SSL 3.0 Use TLS 1.0

Certificates
When a web site requires a certificate;

() Select one automatically () Ask me every time

View Certificates .| l Revocation Lists ] [ Verification ] [Securit_'g Devices

(0]4 ] l Cancel ] [ Help
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3 In the Certificate Manager dialog box, select the Web Sites tab, select the certificate

that you want to remove, and then click Delete.

Figure 97 Firefox 2: Certificate Manager

£ Certificate Manager

| Your Certificates | Other Peoplts | Web Sites [A

CEX

You have certificates on file that identify these web sites:

_Certiﬁmbe Mame Purposes

[l ZyXEL
d “172,20,37.202 Client,Server,5tatus Responder

| wew || Edit || mport [ Dele |

a4
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4 In the Delete Web Site Certificates dialog box, click OK.

Figure 98 Firefox 2: Delete Web Site Certificates

Delete Web Site Certificates

Are you sure you want to delete these web site certificates?

172.20.37.202

If you delete a web site certificate, you will be asked to accept it again the ney

5 The next time you go to the web site that issued the public key certificate you just

removed, a certification error appears.
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Opera

The following example uses Opera 9 on Windows XP Professional; however, the screens can

apply to Opera 9 on all platforms.

1 If your device’s web configurator is set to use SSL certification, then the first time you

browse to it you are presented with a certification error.
2 Click Install to accept the certificate.

Figure 99 Opera 9: Certificate signer not found

Certificate signer not found

The root certificate for this server is not registered. You may install
this certificate. Acceptfinstall?

-The root certificate from "172.20.37.202%is not known to
Opera. Opera cannot dedde if this certificate can be trusted.

3 The next time you visit the web site, click the padlock in the address bar to open the
Security information window to view the web page’s security details.
Figure 100 Opera 9: Security information

TAZYXEL (US) v

Security information for 172.20.37.202

Secure site
The connection to 172.20.37.202 is secure,

Certificate summary
Helder: 172.20.37.202, ZyXEL
Issuer: 172.20.37.202, ZyXEL
Expires: 05/21/2011
Encryption protocol
TLS w1.0 256 bit AES (1024 bit DHE_RSA/SHA)
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Installing a Stand-Alone Certificate File in Opera

Rather than browsing to a ZyXEL web configurator and installing a public key certificate
when prompted, you can install a stand-alone certificate file if one has been issued to you.

1 Open Opera and click Tools > Preferences.

Figure 101 Opera 9: Tools Menu
Tools

Mail and chat accounts. ..

Delete private data. ..

Motes Cirl +alt+E
Transfers Cirl+alt+T
History Cirl+alt+H
Links Ctri+alt+
Advanced r
Quick preferences Fi2 »
Appearance... Shift+F12

2 In Preferences, click Advanced > Security > Manage certificates.

Figure 102 Opera 9: Preferences

Preferences

Chooze a master password to protect personal certificates
Browsing
Motifications Set master password., ..

Content
Fonts
Downloads
Programs

Ask for password

History

| | Enable Fraud Protection

( Manage certificates.. )

Shortouts

Voice :
Security protocols...
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3 In the Certificates Manager, click Authorities > Import.

Figure 103 Opera 9: Certificate manager

Certificate manager

—

~Certificate authorities

AAA Certificate Services

Actalis Root CA

AddTrust Class 1 CA Root

AddTrust External CA Root

AddTrust Public CA Root

AddTrust Qualified CA Root

Baltimore CyberTrust Code Signing Root

Baltimore CyberTrust Mobile Root

Baltimore CyberTrust Root

Certum CA

Certum CA Level I

Certum CA Level I

Certum CA Level ITT

Certum CA Level IV

Class 1 Public Primary Certification Authority

Class 1 Public Primary Certification Authority - G2, () 1998 Verisig...
Class 2 Public Primary Certification Autharity

Class 2 Public Primary Certification Authority - G2, (c) 1998 VeriSig...| =

4 Use the Import certificate dialog box to locate the certificate and then click Open.

Figure 104 Opera 9: Import certificate

Import certificate

Look in: |@De5k‘top I e
= 'j My Computer
|— UDM\-' Documents
Desltop ‘QMy Network Places
_
My Computer
My Netwark
Places
File name: |C.P«.cer hd | q Cpen
Files of type: | X509 (*.ca) v | l Cancel
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5 In the Install authority certificate dialog box, click Install.

Figure 105 Opera 9: Install authority certificate

Install authority certificate

Install this certificate authority's certificate chain in the database?

172.20.37.202

6 Next, click OK.

Figure 106 Opera 9: Install authority certificate

Install authority certificate

Are you sure you want to trust this issuer?

7 The next time you visit the web site, click the padlock in the address bar to open the
Security information window to view the web page’s security details.

86 ZyWALL SSL 10 User's Guide




Appendix B Importing Certificates

Removing a Certificate in Opera

This section shows you how to remove a public key certificate in Opera 9.

1 Open Opera and click Tools > Preferences.

Figure 107 Opera 9: Tools Menu

Tools

Motes
Transfers
History
Lirks

Advanced
Quick preferences

Appearance...

Mail and chat accounts. ..
Delete private data. ..

w

Ctrl+Alt+E
Ctrl +alt+T
Ctrl+alt+H
Ctrl+alt+

[
F12 ¥

Shift+H12

2 In Preferences, Advanced > Security > Manage certificates.

Figure 108 Opera 9: Preferences

Preferences

Browsing
Motifications

Content
Fonts
Downloads
Programs

Shortouts
Voice

Choosze a master password to protect personal certificates

Set master password...

Ask for password

| | Enable Fraud Protection

( Manage certificates. .. )

Security protocols...
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3 In the Certificates manager, select the Authorities tab, select the certificate that you

want to remove, and then click Delete.

Figure 109 Opera 9: Certificate manager

Certificate manager

AAA Certificate Services

Actalis Root CA

AddTrust Class 1 CA Root

AddTrust External CA Root

AddTrust Public CA Root

AddTrust Qualified CA Root

Baltimore CyberTrust Code Signing Root
Baltimore CyberTrust Mobile Root

Baltimare CyberTrust Root

Certum CA

Certum CA Level I

Certum CA Level I

Certum CA Level ITT

Certum CA Level IV

Class 1 Public Primary Certification Authority
Class 1 Public Primary Certification Authority - G2, {c) 1998 VeriSig...
Class 2 Public Primary Certification Authority

4 The next time you go to the web site that issued the public key certificate you just

removed, a certification error appears.

/g There is no confirmation when you delete a certificate authority, so be

absolutely certain that you want to go through with it before clicking the button.
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Konqueror

The following example uses Konqueror 3.5 on openSUSE 10.3, however the screens apply to
Konqueror 3.5 on all Linux KDE distributions.

1 If your device’s web configurator is set to use SSL certification, then the first time you
browse to it you are presented with a certification error.

2 Click Continue.

Figure 110 Konqueror 3.5: Server Authentication

4% Server Authentication - Konqueror

ﬁ The server certificate failed the authenticity test
(172.20.37.202).

| Details ] | Continue | |x Cancel |

3 Click Forever when prompted to accept the certificate.

Figure 111 Konqueror 3.5: Server Authentication

4% Server Authentication - Konqueror

ﬁ Would you like to accept this certificate forever without
being prompted?

| Current Sessions Only |

4 Click the padlock in the address bar to open the KDE SSL Information window and
view the web page’s security details.

Figure 112 Konqueror 3.5: KDE SSL Information

;B

& KDE 55L Information - Konqueror _El

U Current connection is secured with S5L.
Chain:
\ &
Peer certificate: Issuer:
Organization: ZyXEL Qrganization: ZyXEL
Organizational unit: XYZ200 Organizational unit; XYZ200
Country: us Country: us
Common name: 172.23.37.202 Common name: 172.23.37.202
IP address: 172.23.37.202
URL: https:4/172.23,37.202/loginwrap. html
Certificate state: Certificate is self-signed and thus may not be trustworthy,
Walid from: Wednesday 21 May 2008 06:42:35 am GMT
Valid until: Saturday 21 May 2011 06:42;35 am GMT
Serial number:  11139321193569894228
MDS digest: 3F9A:76:6E:ADF5:07:41:BE: 4C:BB: 8B A2:D3:F0: 2F
Cipher in use: DHE-RSA-AES256-5HA
Details: DHE-RSA-AES256-SHA S5Lv3 Kx=DH Au=RSA Enc=AES(256) Mac=SHAL
S5L version: TLSW1/SS5Lv3
Cipher strength: 256 bits used of a 256 bit cipher
| “4 Cryptography Configuration... ‘ @ Close |
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Installing a Stand-Alone Certificate File in Konqueror

Rather than browsing to a ZyXEL web configurator and installing a public key certificate
when prompted, you can install a stand-alone certificate file if one has been issued to you.

1 Double-click the public key certificate file.

Figure 113 Konqueror 3.5: Public Key Certificate File

2 In the Certificate Import Result - Kleopatra dialog box, click OK.

Figure 114 Konqueror 3.5: Certificate Import Result

[ Certificate Import Result - Kleop:

Detailed results of importing CA.der:

@ Total number processed: 1

Imported: 1

The public key certificate appears in the KDE certificate manager, Kleopatra.

Figure 115 Konqueror 3.5: Kleopatra
¥ Kleopatra

File WView Certificates CRLs Tools Settings Help
Search:l || In Local Certificates i"|l‘—*§.
|Subject | Issuer | Serial |

CN=10R-CA 1:PN,0=B.., 24
CN=11R-CA 1:PN,0=E... 2D
CN=172.20,37,202,0..,
CN=6R-Ca 1:PN,NAME,.,
CN=7R-CA 1:PN,NAME,.,
CN=BR-CA 1:PN,0=Re... 01
CN=9R-CA 1:PN,0=Re.., 02
CN=CA Cert Signing A... 00

CN=10R-CA 1:PN,0=Bundesnetzagentur,C...
CN=11R-CA 1:PN,0=Bundesnetzagentur.C...
CN=1?E.20. 37,202, 0U=XYZ200,0=2yXEL,,..

CMN=6R-Ca 1:PM,NAMEDISTINGUISHER=1,0..,
CMN=7R-CA 1:PM,NAMEDISTINGUISHER=1,0...
CN=BR-CA 1:PN,0=Regulierungsbehirde f...
CN=9R-CA 1:PN,0=Regulierungsbehirde f...
CN=CA Cert Signing Authority, EMAIL=supp...
CN=D-TRUST Qualified Root CA 1 2006:PN,... CN=D-TRUST Qualifie... 00BYSF
CN=D-TRUST Qualified Root CA 2 2006:PN,... CN=D-TRUST Qualifie... 00BS...

CMN=S5-TRUST Qualified Root CA 2006-001:P... CN=5-TRUST Qualifie... 0ODF...

|

3 The next time you visit the web site, click the padlock in the address bar to open the
KDE SSL Information window to view the web page’s security details.
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Removing a Certificate in Konqueror
This section shows you how to remove a public key certificate in Konqueror 3.5.

1 Open Konqueror and click Settings > Configure Konqueror.

Figure 116 Konqueror 3.5: Settings Menu

Settings |

fii Hide Menubar Ctrl+M
Toolbars »

=7 Full Screen Mode Ctri+5hift+F
Load Wiew Profile *

Save View Profile "Web Browsing"...
Configure View Profiles...
Configure Extensions...

& Configure Spell Checking...

‘=, Configure Shortcuts...

4, Configure Toolbars...

2, Configure Konqueror...

2 In the Configure dialog box, select Crypto.

3 On the Peer SSL Certificates tab, select the certificate you want to delete and then click
Remove.

Figure 117 Konqueror 3.5: Configure

Configure - Kongqueror, ,-:__

L] .':_J configure S5L, manage certificates, and other cryptnﬁraeh: settings
Cookies | ssL | OpensSsL | Your Certificates | Authenticatior\l Peer SSL Certificates ‘ L Signers |
O
i 4 I T
W/ | Organization | Commen Name |
Cache 172.20,37.202 i
B L
e ‘ Verify |
Proxy —_——
cﬁs
Stylesheets | [a]
Organization: ZyX|a |

ODED

_ Oraanizational unit: xyzl~)
[ | [EX i3]

Valid from: Wednesday 21 May 2008 06:42:35 am GMT
Valid until:  Saturday 21 May 2011 06:42:35 am GMT

Organization: ZyXEL
E — Organizational unit: XYZ200
Crypto ‘ et Lie

Browser Identification | ~Cache ~Palicy

| = =
. @ Permanently @ Accept

ﬁﬂ;g : ,
20 B (1 Until () Reject

Plugins ~
() Prompt

E E = MD5S digest: 3F:9A:76:6E:A%:F5:07:41:BE:4C:8B:8B:A2:D3:F0: 2F
Performance ]
||u:d Help | ‘ Defaults | |V ok | | #K Cancel ‘

4 The next time you go to the web site that issued the public key certificate you just
removed, a certification error appears.

5 There is no confirmation when you remove a certificate authority, so be
absolutely certain you want to go through with it before clicking the button.
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Legal Information

Copyright

Copyright © 2008 by ZyXEL Communications Corporation.

The contents of this publication may not be reproduced in any part or as a whole, transcribed,
stored in a retrieval system, translated into any language, or transmitted in any form or by any
means, electronic, mechanical, magnetic, optical, chemical, photocopying, manual, or
otherwise, without the prior written permission of ZyXEL Communications Corporation.

Published by ZyXEL Communications Corporation. All rights reserved.

Disclaimer

ZyXEL does not assume any liability arising out of the application or use of any products, or
software described herein. Neither does it convey any license under its patent rights nor the
patent rights of others. ZyXEL further reserves the right to make changes in any products
described herein without notice. This publication is subject to change without notice.

Certifications

Federal Communications Commission (FCC) Interference Statement

The device complies with Part 15 of FCC rules. Operation is subject to the following two
conditions:

» This device may not cause harmful interference.

» This device must accept any interference received, including interference that may cause
undesired operations.

This device has been tested and found to comply with the limits for a Class B digital device
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This device generates,
uses, and can radiate radio frequency energy, and if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation.

If this device does cause harmful interference to radio/television reception, which can be
determined by turning the device off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

1 Reorient or relocate the receiving antenna.

2 Increase the separation between the equipment and the receiver.
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3 Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

4 Consult the dealer or an experienced radio/TV technician for help.

Notices

Changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate the equipment.

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

Viewing Certifications

1 Go to http://www.zyxel.com.
2 Select your product on the ZyXEL home page to go to that product's page.
3 Select the certification you wish to view from this page.

ZyXEL Limited Warranty

94

ZyXEL warrants to the original end user (purchaser) that this product is free from any defects
in materials or workmanship for a period of up to two years from the date of purchase. During
the warranty period, and upon proof of purchase, should the product have indications of failure
due to faulty workmanship and/or materials, ZyXEL will, at its discretion, repair or replace the
defective products or components without charge for either parts or labor, and to whatever
extent it shall deem necessary to restore the product or components to proper operating
condition. Any replacement will consist of a new or re-manufactured functionally equivalent
product of equal or higher value, and will be solely at the discretion of ZyXEL. This warranty
shall not apply if the product has been modified, misused, tampered with, damaged by an act
of God, or subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the
purchaser. This warranty is in lieu of all other warranties, express or implied, including any
implied warranty of merchantability or fitness for a particular use or purpose. ZyXEL shall in
no event be held liable for indirect or consequential damages of any kind to the purchaser.

To obtain the services of this warranty, contact ZyXEL's Service Center for your Return
Material Authorization number (RMA). Products must be returned Postage Prepaid. It is
recommended that the unit be insured when shipped. Any returned products without proof of
purchase or those with an out-dated warranty will be repaired or replaced (at the discretion of
ZyXEL) and the customer will be billed for parts and labor. All repaired or replaced products
will be shipped by ZyXEL to the corresponding return address, Postage Paid. This warranty
gives you specific legal rights, and you may also have other rights that vary from country to
country.

Registration

Register your product online to receive e-mail notices of firmware upgrades and information
at www.zyxel.com for global products, or at www.us.zyxel.com for North American products.
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Customer Support

In the event of problems that cannot be solved by using this manual, you should contact your
vendor. If you cannot contact your vendor, then contact a ZyXEL office for the region in
which you bought the device. Regional offices are listed below (see also http://
www.zyxel.com/web/contact_us.php). Please have the following information ready when you
contact an office.

Required Information

* Product model and serial number.

* Warranty Information.

* Date that you received your device.

* Brief description of the problem and the steps you took to solve it.

“+” is the (prefix) number you dial to make an international telephone call.

Corporate Headquarters (Worldwide)

* Support E-mail: support@zyxel.com.tw
* Sales E-mail: sales@zyxel.com.tw

* Telephone: +886-3-578-3942

» Fax: +886-3-578-2439

* Web: www.zyxel.com

* Regular Mail: ZyXEL Communications Corp., 6 Innovation Road II, Science Park,
Hsinchu 300, Taiwan

China - ZyXEL Communications (Beijing) Corp.
* Support E-mail: cso.zycn@zyxel.cn
* Sales E-mail: sales@zyxel.cn
» Telephone: +86-010-82800646
» Fax: +86-010-82800587
* Address: 902, Unit B, Horizon Building, No.6, Zhichun Str, Haidian District, Beijing
* Web: http://www.zyxel.cn

China - ZyXEL Communications (Shanghai) Corp.

* Support E-mail: cso.zycn@zyxel.cn
¢ Sales E-mail: sales@zyxel.cn

» Telephone: +86-021-61199055

* Fax: +86-021-52069033
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Address: 1005F, ShengGao International Tower, No.137 XianXia Rd., Shanghai
Web: http://www.zyxel.cn

Costa Rica

Support E-mail: soporte @zyxel.co.cr
Sales E-mail: sales@zyxel.co.cr
Telephone: +506-2017878

Fax: +506-2015098

Web: www.zyxel.co.cr

Regular Mail: ZyXEL Costa Rica, Plaza Roble Escazi, Etapa El Patio, Tercer Piso, San
José, Costa Rica

Czech Republic

E-mail: info@cz.zyxel.com
Telephone: +420-241-091-350
Fax: +420-241-091-359

Web: www.zyxel.cz

Regular Mail: ZyXEL Communications, Czech s.r.o0., Modranskd 621, 143 01 Praha 4 -
Modrany, Ceska Republika

Denmark

Support E-mail: support@zyxel.dk

Sales E-mail: sales@zyxel.dk

Telephone: +45-39-55-07-00

Fax: +45-39-55-07-07

Web: www.zyxel.dk

Regular Mail: ZyXEL Communications A/S, Columbusvej, 2860 Soeborg, Denmark

Finland

Support E-mail: support@zyxel.fi

Sales E-mail: sales@zyxel.fi

Telephone: +358-9-4780-8411

Fax: +358-9-4780-8448

Web: www.zyxel.fi

Regular Mail: ZyXEL Communications Oy, Malminkaari 10, 00700 Helsinki, Finland

France

E-mail: info@zyxel.fr

Telephone: +33-4-72-52-97-97

Fax: +33-4-72-52-19-20

Web: www.zyxel.fr

Regular Mail: ZyXEL France, 1 rue des Vergers, Bat. 1 / C, 69760 Limonest, France
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Germany

Support E-mail: support@zyxel.de
Sales E-mail: sales@zyxel.de
Telephone: +49-2405-6909-69
Fax: +49-2405-6909-99

Web: www.zyxel.de

Regular Mail: ZyXEL Deutschland GmbH., Adenauerstr. 20/A2 D-52146, Wuerselen,
Germany

Hungary

India

Support E-mail: support@zyxel.hu

Sales E-mail: info@zyxel.hu

Telephone: +36-1-3361649

Fax: +36-1-3259100

Web: www.zyxel.hu

Regular Mail: ZyXEL Hungary, 48, Zoldlomb Str., H-1025, Budapest, Hungary

Support E-mail: support@zyxel.in

Sales E-mail: sales@zyxel.in

Telephone: +91-11-30888144 to +91-11-30888153
Fax: +91-11-30888149, +91-11-26810715

Web: http://www.zyxel.in

Regular Mail: India - ZyXEL Technology India Pvt Ltd., II-Floor, F2/9 Okhla Phase -1,
New Delhi 110020, India

Support E-mail: support@zyxel.co.jp

Sales E-mail: zyp@zyxel.co.jp

Telephone: +81-3-6847-3700

Fax: +81-3-6847-3705

Web: www.zyxel.co.jp

Regular Mail: ZyXEL Japan, 3F, Office T&U, 1-10-10 Higashi-Gotanda, Shinagawa-ku,
Tokyo 141-0022, Japan

Kazakhstan

Support: http://zyxel.kz/support
Sales E-mail: sales@zyxel .kz
Telephone: +7-3272-590-698
Fax: +7-3272-590-689

Web: www.zyxel.kz

Regular Mail: ZyXEL Kazakhstan, 43 Dostyk Ave., Office 414, Dostyk Business Centre,
050010 Almaty, Republic of Kazakhstan
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Malaysia

Support E-mail: support@zyxel.com.my
Sales E-mail: sales@zyxel.com.my
Telephone: +603-8076-9933

Fax: +603-8076-9833

Web: http://www.zyxel.com.my

Regular Mail: ZyXEL Malaysia Sdn Bhd., 1-02 & 1-03, Jalan Kenari 17F, Bandar
Puchong Jaya, 47100 Puchong, Selangor Darul Ehsan, Malaysia

North America

Support E-mail: support@zyxel.com
Support Telephone: +1-800-978-7222
Sales E-mail: sales@zyxel.com

Sales Telephone: +1-714-632-0882
Fax: +1-714-632-0858

Web: www.zyxel.com

Regular Mail: ZyXEL Communications Inc., 1130 N. Miller St., Anaheim, CA 92806-
2001, U.S.A.

Norway

Support E-mail: support@zyxel.no

Sales E-mail: sales@zyxel.no

Telephone: +47-22-80-61-80

Fax: +47-22-80-61-81

Web: www.zyxel.no

Regular Mail: ZyXEL Communications A/S, Nils Hansens vei 13, 0667 Oslo, Norway

Poland

E-mail: info@pl.zyxel.com

Telephone: +48-22-333 8250

Fax: +48-22-333 8251

Web: www.pl.zyxel.com

Regular Mail: ZyXEL Communications, ul. Okrzei 1A, 03-715 Warszawa, Poland

Russia

Support: http://zyxel.ru/support

Sales E-mail: sales@zyxel.ru

Telephone: +7-095-542-89-29

Fax: +7-095-542-89-25

Web: www.zyxel.ru

Regular Mail: ZyXEL Russia, Ostrovityanova 37a Str., Moscow 117279, Russia
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Singapore

Support E-mail: support@zyxel.com.sg
Sales E-mail: sales@zyxel.com.sg
Telephone: +65-6899-6678

Fax: +65-6899-8887

Web: http://www.zyxel.com.sg

Regular Mail: ZyXEL Singapore Pte Ltd., No. 2 International Business Park, The Strategy
#03-28, Singapore 609930

Support E-mail: support@zyxel.es

Sales E-mail: sales@zyxel.es

Telephone: +34-902-195-420

Fax: +34-913-005-345

Web: www.zyxel.es

Regular Mail: ZyXEL Communications, Arte, 21 5* planta, 28033 Madrid, Spain

Sweden

Support E-mail: support@zyxel.se

Sales E-mail: sales@zyxel.se

Telephone: +46-31-744-7700

Fax: +46-31-744-7701

Web: www.zyxel.se

Regular Mail: ZyXEL Communications A/S, Sjoporten 4, 41764 Goteborg, Sweden

Taiwan

Support E-mail: support@zyxel.com.tw

Sales E-mail: sales@zyxel.com.tw

Telephone: +886-2-27399889

Fax: +886-2-27353220

Web: http://www.zyxel.com.tw

Address: Room B, 21F., No.333, Sec. 2, Dunhua S. Rd., Da-an District, Taipei

Thailand

Support E-mail: support@zyxel.co.th
Sales E-mail: sales@zyxel.co.th
Telephone: +662-831-5315

Fax: +662-831-5395

Web: http://www.zyxel.co.th

Regular Mail: ZyXEL Thailand Co., Ltd., 1/1 Moo 2, Ratchaphruk Road, Bangrak-Noi,
Muang, Nonthaburi 11000, Thailand.
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Turkey

Support E-mail: cso@zyxel.com.tr
Telephone: +90 212 222 55 22
Fax: 490-212-220-2526

Web: http:www.zyxel.com.tr

Address: Kaptanpasa Mahallesi Piyalepasa Bulvari Ortadogu Plaza N:14/13 K:6
Okmeydani/Sisli Istanbul/Turkey

Ukraine

United

Support E-mail: support@ua.zyxel.com

Sales E-mail: sales@ua.zyxel.com

Telephone: +380-44-247-69-78

Fax: +380-44-494-49-32

Web: www.ua.zyxel.com

Regular Mail: ZyXEL Ukraine, 13, Pimonenko Str., Kiev 04050, Ukraine

Kingdom

Support E-mail: support@zyxel.co.uk

Sales E-mail: sales@zyxel.co.uk

Telephone: +44-1344-303044, 0845 122 0301 (UK only)
Fax: +44-1344-303034

Web: www.zyxel.co.uk

Regular Mail: ZyXEL Communications UK Ltd., 11 The Courtyard, Eastern Road,
Bracknell, Berkshire RG12 2XB, United Kingdom (UK)
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